
 
 Sumner County Sheriff's Office and Homefront Protective Group, LE Training Present: 

DARK WEB: A Hands-On Course for Investigators 

 
Criminals conducted at least $24 billion in illegal crypto transfers in 2023 alone. 

While many users are increasingly familiar with online activity, including social media, only a small percentage have ventured onto 

the Dark Web. This course is meant for novices and experienced web collectors alike, with three main objectives: accessing the Dark 

Web safely and securely, understanding the structure and resources on the Dark Web, and effectively collecting information and 

intelligence from the Dark Web for use in any kind of investigation, including creating a chain of custody for evidence and how to 

write a warrant for seizing cryptocurrency assets from popular crypto sites and exchanges. 

*Lap tops and chargers are required for this course. Participants are encouraged to bring current leads from open or cold 

investigations to use during class. This class has led to the identification of money launderers, shooting suspects, other 

suspects. 
At the end of this course, you will be able to:  

• Download free software and set up a computer for Dark Web investigations 

• Understand the structure of the Dark Web 

• Identify Dark Web addresses in investigations 

• Identify Dark Web apps on phones and computers 

• Access/collect info from the Dark Web activity from Clear Web resources 

• Understand how Dark Web community’s function 

• Create secure and anonymous Dark Web profiles including email, social media 
profiles, pictures, and job history 

• Effectively Search on the Dark Web 

• Check Dark Web resources for criminal activity 

• Check Dark Web resources for credit cards and financial information 

• Check Dark Web resources for data breaches and company leaks 

• Identify cryptocurrency accounts and all of their transactions 

• Write warrants to seize cryptocurrency accounts from sites and exchanges 

• Pivot from Dark Web metadata such as usernames and use it to find 
identifying information on the Clear Web 

 

 
 

 

For more information, email us at info@homefrontprotect.com or visit our website at 

www.homefrontprotect.com  

 

DATE: April 10th -11th, 2025 

TIME: 8:00am – 4:00pm 

LOCATION:  Cowley College 2208 S William Dr, Wellington, KS 67152 

COST: $350.00 (credit cards only as payment) 

REGISTRATION: https://homefrontprotect.com/DarkWeb041025  

 

INSTRUCTOR  

John McCary is a decorated combat veteran, a former commissioned Foreign Service Officer in the State Department, and startup 

founder. John designed and now teaches the Open-Source Intelligence (OSINT) course at the University of Arizona College of 

Applied Science and Technology, an NSA-approved National Center of Academic Excellence in Cyber Operations (CAE-CO). He 

has trained hundreds of students, ranging from special forces operators to bail bondsmen, street cops to journalists. After leaving the 

Army, John designed and led development of the classified TIGR software and hardware suite at the Defense Advanced Research 

Projects Agency. Since then, John has added to his skillset by becoming a Certified Ethical Hacker, and developing intelligence and 

analysis software for national security entities. John has been featured in the Wall Street Journal, CNBC, the Washington Post and 

other major national outlets. He was profiled in the Oscar-nominated documentary, Operation Homecoming. 
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